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I'noccapwuii

Tepmun Onpenenenue

Aytertudukanuss ~ COBOKYIHOCTh MEPOINPHUATHI MO MPOBEpPKE JIMIAa HA MPUHAICKHOCTH €My
uneHTuduKaTopa (UIASHTH(PUKATOPOB) MOCPEICTBOM COTIOCTABICHHS €r0 (UX)
CO CBENCHHSIMH O JIMIE, KOTOPBIMH pacHojaraeT JIMIO, IPOBOISIIIEE
ayTeHTH()HUKALWIO, M YCTAHOBJCHUIO TPAaBOMEPHOCTH BIAJICHUS JIHIIOM
uaeHTuukaTopoM  (MACHTH(PUKATOPAMHU) TOCPEACTBOM  HCIOJIb30BaHUS
ayTeHTUGUIUPYIONIETo (ayTeHTUUIUPYIONUX) NpU3HaKa (TpU3HAKOB) B
paMKax TMpOUEAYypbl ayTeHTHU(HKAIMHA, B PE3yJIbTaTe YEro JIUIO CUYUTACTCS

YCTaHOBJICHHBIM
Bbaker Jlormueckast CyIHOCTh, KOTOpasi MOMOTaeT OpraHNu30BaTh XpaHEHWE O0BEKTOB.
b/ baza maHHEBIX.

buomerpuueckuii HaGop paHHBIX B 3aKpbITOM JABOWYHOM ¢opMaTe, MOATOTABIUBAEMBIi
nra6:oH, BIIT CHCTEMOI Ha OCHOBE aHAIM3UPYEeMOi xapakTepucTuku. [Ipeacrasmiser u3z ceds
COCTaBHOI BEKTOp MPU3HAKOB (OTOM300paKEHUS JIHIIA YEIOBEKA.

ILCTGKTI/IpOBaHI/Ie OnpeneneHHe obnactu JIM11a Ha I/I306pa)KeHI/II/I n Ha60pa KIIFOYCBBIX TOYCK IJIA
a3, HOCa M pTa.

WNnentuduxanus COBOKYITHOCTh MEPONPUSATHI MO YCTAHOBJICHUIO CBEICHUW O JIMLE U HUX
MIPOBEPKE, U COMOCTABJICHHUIO JIAHHBIX CBEJCHUH ¢ YHUKAIBLHBIM 0003HAYCHUEM
(YHUKanbHBIMM OOO3HAUEHUSIMU) CBEJCHUN O JHlle, HEOOXOIUMBIM MJIs
ONpEAEIICHUS TAKOTO JIMIIA.

B xonTekcte mokymeHTa — mouck HambOosee mnonaxonsmero BII mytem
cpaBHeHus nosydyeHHoro BII ¢ nepeunem BII B 6a3e (cpaBHEHHE «OIUH KO

MHOTHM).
CKVY I Cucrema KOHTPOJIS U YIIPABJICHUS JOCTYTIOM.
CYB/J Cucrema yripaBieHus 6a3aMu JaHHbIX.
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1. OOmue cBeeHHsI O TOKYMEHTE

[Tporpammuoe obecneuenue «VisionLabs Access Control Server» mpeaHasHadeHO IS pealu3aluu
MeXaHHu3Ma UICHTHPUKAIMY/ ayTEHTH(PUKAIIUY [T0JIb30BaTesei u popmupoBanus coodmenmnii B CKVY /]
JUIE  OTKPBITUSL TYPHUKETOB/Pa30JOKMPOBKM MAarHUTHBIX 3aMKOB Ha OCHOBAaHUHU peE3yJIbTATOB
pacro3HaBaHMS.

VisionLabs Access Control Server — cucrema pacro3HaBaHUs JIMI], KOTOpas peliaeT 3aj1a4y CpaBHCHHS
JIMI] HA H300PaKCHUSAX C TIOMOIIBI0 O0YYCHHBIX HEHPOHHBIX CETEH.

Nurerpanus 1O «VisionLabs Access Control Server» (nanee — Cucrema) co CKY J] mo3BosisieT penmTh
CIICAYIOINE 3aauu:

®  KOHTpPOJb JOCTYIA;
®  TOBBIIIEHUE yA00CTBA MPOX0/a U MpomyckHoi criocodHoctu KIIIT;

L4 KOHTPOJIb BpCMCHHU HpeGBIBaHI/IH COTPYAHUKOB U IOoCeTHTEJIeH Ha OXpaHHCMOﬁ TCPPUTOPUH.
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2. Bo3mo:xknHocTH CHCTEMBI

2.1. OcHoBHBIE BO3MOKHOCTH CHCTEMBI

Bo3moxkHOCTEL

JlerekTupoBanue Il U
n3BiedeHue BbII i

W nentudukarms JIMI
(cpaBHeHue 1:N)

Jlornueckas
TPYNIUPOBKA JIUIL]

Onenka aTpuOyTOB JHIIA

N3Bneuenue CBOWCTB
JIUna

Onenka kayectBa (poTo

Xpanenue poto

Taoauua 1. OcHOBHBIE BO3MOXKHOCTA CUCTEMBI

KpaTKOC OIMuCaHHue

JleTeKTUpOBaHUE — OMNpeAeTieHHe O0NacTh JUIAa Ha W300paKeHUH |
Ha0opa KJIIOYEBBIX TOYEK JUIsi TIJia3, Hoca © pra (BO3MOXKHO
JETEKTUPOBATH S5 WK 68 KIIFOYEBBIX TOUEK JIUIIA).

WzBneuenne BIII — mnpeobpazoBanue o0OHApYKEHHOTO JMIA B
CHelHalbHBIN Ha0Op YHUKAIBHBIX YepT.

[Ipumeuanue: oOpatHblii npouecc (rmonydenue auna u3 BII) npu atom
HEBO3MOXEH, T.e. B Ouomerpuueckoi bBJI XpaHATCS  TOJIBKO
00€3IMYCHHBIE CIIENKH, YTO COOTBETCTBYET MPABOBBIM PErYIUPYIOIIUM
HOpMaM.

Hpouenypa IIOMCKa KaHAuAaTa IIyTEM CpaBHCHUS JIMIA I10JIb30BaTCIIsL CO
BCEMH JIMIOAMH, XpaHAIIHUMHCI B 6I/IOMeTpI/I‘IeCKOI71 BI[ nin B
OIIpCACIICHHOM CITMCKC.

Co3naHue U ynpaBieHHE CIMCKAMU JIML, Pa3JeIeHHBIX 10 KaTeropusIM
(HarmpuMep, CIIUCKU COTPYAHHUKOB MJIM KJIMEHTOB) Ui UCHOJIb30BaHUS B
pa3NUYHbIX OM3HEC-CIIEHAPUSIX.

Omnpenenenre o GoToM300paKEHUIO JIMIA CIeTYIOIUX aTpUOYTOB:

1. mou;

2. BO3pacT;

3. pacoBas IPUHAJICKHOCTh (appUKaHCKas, €BPOIECONIHAS, a3HUaTCKasl,
WHJIUHCKas);

4. morun (7 06a30BBIX 3MOILMIA: T'HEB, OTBpAIllEHUE, CTPaxX, CYACTHE,
HENTpaJIbHOCTh, TPYCThb, YIUBIICHUE).

W3Bneuenue cieayronux CBOMCTB JINIA:

1. moy0XeHue TOJIOBHI;

2. cTaTyc pra;

3. craryc rnas;

4. HampaBJIeHUE B3TJIS1A.

Onenka KayecTBa U300paKEHUS:

1. mo napameTpam I/1306pa)KCHI/I$I (SaCBC‘-IeHHOCTB, Pa3MbITOCTb,
HCOOSKCIIOHUPOBAHHOCTH, HU3KOC NU3MCHCHUC I_IBCTa);

2. 10 IMOPOTrOBbBIM 3HAYCHUAM YTJIOB HAKJIOHA U ITOBOPOTA I'OJIOBEL.

Bo3M0XXHOCTD XpaHEeHHsT N300paKeHUI JTUIT (OMIIMOHATIBHO).

Texuuueckas nmojaepkka: support@yvisionlabs.ru 6/28



mailto:support@visionlabs.ru

VisionLabs Access Control Server. Onucanue (yHKIIMOHATBHBIX XapaKTEPUCTHUK MPOTrPaMMHOTO
obecrieueHus

Bo3moxHOCTH Kparkoe onucanue
I'paduueckuit [Ipenocrasnenue rpadguueckoro uaTepdeiica A y1o0CcTBa HACTPOUKH U
uHTepdeiic BH3YyaJIU3alliu Pe3yIbTaTOB.

2.2.  ApXHTEKTypHbIe BO3MOKHOCTH CHCTEMBI

1.Cucrema umeet cobctBeHHOE API, KOTOpOE BBIMONHSIET IPHEM U 00paOOTKY 3alPOCOB MO MPOTOKOITY
REST mocpencrBoMm coobmienuii B hopmare JSON 0T m00BIX BHEIIHUX HCTOYHUKOB.

2.Komnonentsl CucteMbl MOTYT OBITh PACIOJIOKEHBI Ha OJHOM WJIM HECKOJIBKHX CEepBEpax u
00MEHHUBATKLCS 3aMPOCAMU TIO CETH.

3.Bo3moskHOCTh Hcmonb30oBanus B Cucreme B KadecTBe 00beKTHO-persinnoHHOi CYBJ] n3BecTHBIX
pelIeHHUIA.

4.Bo3MokHOCTh MaciiTabupoBanuss CUCTEMBI 32 CUET UCIIOIb30BAHMS CPa3y HECKOIBKUX IK3EMILISIPOB
cepBucoB CucremMbl. OTKa30yCTOWYMBOCTD 00eCIIeUNBAOT OaJaHCUPOBIIMKN HATPY3KH.
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3. Cucremnble TpeOGOBaHUSA

I[JISI YCTaHOBKI/I IIOJIHOTI'O ITaKE€Ta CI/ICTGMBI JOJI’)KHBI BBITIOJIHATHCS CJIGHYIOH_[I/IG CUCTCMHBIC Tpe6OBaHI/I$I:
e OC CentOS Linux release 7.8.2003;

e CPU Intel, ne menee 4 ¢usnueckux saep ¢ TakroBoi yactotoil He menee 2,0 I'Tu. TpeGyercs
noaepxkka Habopa nuctpykiud AVX2 mist CPU;

e omneparuBHas namsaTh DDR3 (pekomennyercs DDR4), e menee 8 I'b;
e cBOOOmHOE MecTO Ha nucke He meHee 80 ['b.
Pexomennyercs ncnons3zoBars SSD juist b1 u xpanunuin Image Store.
®  JIOCTYI B MHTEpHET (U1l KOHTEHHEPOB U JONOJHUTENbHBIX 3arpy3ok [10).

[IpuBenennas Boilie KOHGUTYpaLUs 00ECICYUT MUHUMAIBHYIO MOITHOCTH JiJIs1 padoThl [10, HO myst
WCIIOJIb30BAHUS CHUCTEMbI B TMPOJYKTUBHOM KOHTYpPE JTOTO HEIOCTaTOYHO. TpeOoBaHMs s
WCIIOJb30BAHUSI CHUCTEMBbl B MPOAYKTMBHOM KOHTYPE PACCUMTBHIBAKOTCA B 3aBUCHMOCTH OT
MPEI0IaraeMoi Harpy3KH.

GPU
s ycxopenust GPU tpeGyercs NVIDIA GPU. [Toanep:xuBaroTcs ciaeayronme apXuTeKTyphl:

e Pascal wim Oosee HOBEBIE.

Tpebyercsa munumym 6 I'b onepatuBHOI Win BblieneHHOM BuieonamsaTi. Pekomenayercs 8 'b VRAM
unu Ooee.

CUDA Bepcum 11.2 yxe ycranoBieHa B Docker xonreitnepe B cepuce Handlers. Pexomennyembie
npaiiBepsl NVIDIA: 1450, r455.
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4. 3amyck cepBHCOB

B AaHHOM pa3aciic NpUuBCACHBI IPUMCPBI JJIA:
e coszaanus b/I;

e  co3maHus 0AKETOB;

®  3amycKa KOHTEHHEPOB.

KOMaH)IBI Aar0TCA B TOM HOPAAKEC, B KAKOM OHU OOJI’KHBI OBITH BBIIIOJHEHEI.

Pekomennyercs 3amyckaTb KOHTEHHEPBI OJIMH 33 APYI'MM M KIaTh, I0KA CTaTyC KOHTEMHEPA CTAHET
«up» (cieayeT Ucronb30BaTh KOMaHy docker ps).

4.1. OOmme napamMeTpsl 3aN1ycKa KOHTeilHEPOB

HpI/I 3aIlyCKe Docker KOHTeﬁHepa IJIsL  CcepBUCA Cucremsbl CIICAYyCeT YKa3aTb JOINOJIHUTCIBbHBIC
napamMeTphl, HeO6XO,I[I/IMLIe AJI 3alTyCKa CepBuUCaA.

[TapameTpsl, XapakTepHbIE 51 KOHKPETHOIO KOHTEHHEpa, OMMCAaHbl B pa3ziesie O 3alyCKe 3TOro
KOHTEUHEpa.

Bce mapameTpsbl, IpUBEACHHBIE B TPAUMEpPE 3aITyCcKa CEPBHCA, HEOOXOAMMBI JIJIS PAaBHUIIBHOTO 3aITycKa 1
HCIIOJIb30BAaHUSI CEPBHCA.

41.1. Joctyn K peecTpy

[Tpu 3anmycke KOHTEHHEPOB HEOOXOIMMO yKa3aTh CChUIKY Ha M300pakeHHe, He0OX0UMOe IS 3aITycKa
KOHTENHepa.
Oro m3o0pakeHue OyaeT 3arpyxeHo u3 peecrpa VisionLabs. I[Tepex 3Tum ciieayer BOWTH B peecTp.

docker login dockerhub.visionlabs.ru --username <username> --password <password>

Heo0OxomuMo BBECTH JIOTHH <username> H Mapojb <password>, KOTOpPbIC BEIaHBI VisionLabs.
4.1.2. OOuue mapaMeTphbl 3amycKa

O61ue napaMeTpsl AJ1s 3aIlycka KOHTEHHEPOB OMUCAaHbI B JAHHOM pa3jierie.

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=<Port_of_the_launched_service> \
--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \

-v /etc/localtime:/etc/localtime:ro \
-v /tmp/logs/<service>:/srv/logs/ \
--name=<service_container_name> \
--restart=always \

--detach=true \
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--network=host \
dockerhub.visionlabs.ru/luna/<service-name>:<version>"

docker run - KOMaHJa JUIs 3allyCKa BHIOpaHHOTO 00pasa B KaueCcTBE HOBOI'O KOHTEiHepa.
dockerhub.visionlabs.ru/luna/<service-name>:<version> - TlapamMeTp yKa3bIBaeT  00Opa3,
He0oOXOIUMBII JUIs 3aITyCKa KOHTEHHepa.

Ccbulku  JUIsl  3arpy3KM  HEOOXOAMMBIX H300paKEHUM KOHTEHHEPOB TMPHUBEICHBI B OMUCAHUU
COOTBETCTBYIOLIETO 3aIlyCKa KOHTEMHEpa.

--network=host - mapamMeTp yKa3bIBaeT, UTO CEThb HE MOJCIUPYETCS U HCIOJIb3YETCsI CEpBEPHAsi CETh.
Ecnmu HEoOX0MMMO M3MEHUTH TOPT JUISI CTOPOHHUX KOHTEHHEPOB, CIEIyeT H3MEHUTh 3Ty CTPOKY Ha
p 5440:5432. ['e mepBbIid MOPT 5440 SBISIETCS JIOKATbHBIM IIOPTOM, a 5432 - IOPTOM, UCTIOIB3YyEMBIM
BHYTpH KoHTelHepa. [Ipumep npusenen ans PostgreSQL.

--env= - MapaMeTp yKa3bIBaeT MEePEMEHHBIEC CPE/Iibl, HEOOXOAMMBIE /I 3aycKa KOHTelHepa. YKa3aHbl
clenyromue o0ume 3HaYeHUs

e CONFIGURATOR_HOST=127.0.0.1 - XOCT, Ha KOTOpoM 3amyiueH cepBuc Configurator. JlokambHbIi
XOCT YCTaHaBJIUBAETCS B TOM Cllydae, KOrJja KOHTEHHep 3aIlyCKaeTcsl Ha OJTHOM CEpBepe C CEPBUCOM
Configurator;

e  CONFIGURATOR_PORT=5070 — mopT cepBuca Configurator. [To ymomdanuto ucnosb3yercs mopt 5070;
® PORT=<Port_of_the_service> - MOPT cepBUca I «IPOCIYIIUBAHUS) CEPBEPA;
e  WORKER_COUNT yKa3bIBaeT KOJHUYECTBO pabOUMX MPOIIECCOB ISl CEPBUCA;

e RELOAD_CONFIG BKJIIOYAET aBTOMATHYECKYIO Iepe3arpy3ky KOHGUTypauuid IJis CEepBHCA, €CIIH
YCTaHOBJICHO 3HA4YEHHUE 1;

® RELOAD_CONFIG_INTERVAL yKa3bIBaeT IEpPUOJ NPOBEPKH KOHPUTrypauuu (mo ymosyanuto 10
CeKyH]I).

-v - IapaMeTp TOMa MTO3BOJISIET CMOHTUPOBATh COACPKUMOE IANKHU CEPBEPA B TOM B KOHTeHHepe. Takum
00pa3om, UxX cosepKumoe Oy1eT CHHXPOHU3UPOBATHCS. MOHTUPYIOTCS Cleayolue 001e JaHHbIe:

. /etc/localtime:/etc/localtime:ro yCTaHaBIMBAET TEKYIIMM YacOBOM I0OSC, HCIOJIb3YEMBbIN
CHUCTEMOW B KOHTEMHEPE;

° /tmp/logs/<service>:/srv/logs/ - TIO3BOJIIET KOIMPOBAThH IAlKy C JIOTaMH CepBHCA Ha
HCIIONIB3YEMBIM CepBEP B Karajor /tmp/logs/<service>. M0OXHO U3MEHHUTH KaTajor, B KOTOPOM
OyAyT COXpaHATHCS JIOTH, B COOTBETCTBUU C MOTPEOHOCTAMHU.

--name=<service_container_name> - INapaMmeTp yKa3bIBa€T HUMs 3allylIeHHOIO KOHTelHepa. Mwms
JIOJDKHO OBITh YHUKaAJIBHBIM. Eciu cyiiecTByeT KOHTEHHEp ¢ TaKUM K€ UMEHEM, POU30iIeT OMnoKa.
--restart=always - MapaMeTp yKa3bIBaeT MOJUTHKY Iepe3amnycka. /leMoH Bcerna OyeT nepesamyckarb
KOHTEHep, HE3aBUCHUMO OT CTaTyca BbIXOJa.

--detach=true 3amyckaeT KOHTeHHEDP B (POHOBOM peKUME.
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4.1.3. Ilapametpnl co3nanus B/l

docker run \

-v /etc/localtime:/etc/localtime:ro \

-v /tmp/logs/<service>:/srv/logs/ \

--rm \

--network=host \

dockerhub.visionlabs.ru/luna/<service-name>:<version> \

python3.9 ./base_scripts/db_create.py --luna-config http://localhost:5070/1

Cnenyroniye mnapaMeTpbl HCHOJIB3YIOTCS MPU 3allyCKe KOHTEHMHEpPOB Il OlepalMil mepeHoca U
cozganus BJI.

--rm - MapaMeTp yKa3bIBaeT, Oy/eT JM KOHTCWHEp YJaJIeH IMOCIe TOro, KaK BCE YKa3aHHBIC CKPHUIITHI
3aBepmaT 00paboTKy.

python3.9 ./base_scripts/db_create.py - mapaMeTp YyKas3eiBaeT Bepcuto Python wu ckpunr
db_create.py, 3anylieHHbIN B KOHTEIIHEpe. CKPUNT UCTIONb3YyeTCs Ui co3AaHusl cTpyKTypsl b/1.
--luna-config http://localhost:5070/1 - mapamMeTp yKa3bIBacT, I'C 3anymeHHLH71 CKpHUIIT IOJDKEH
nonydats kKoHpurypauuu. [lo ymonuaHuio cepBUC 3ampalinBaeT KOH(GUTYypaluu Yy cepBHca
Configurator.

4.2. KouHdurypauusi MOHUTOPHHTA
4.2.1. InfluxDB

InfluxDB neobxonuma aiis 1ieneit MOHUTOpHUHTa CHCTEMBI.
Ecnu yxe yctanosnena InfluxDB, cienyer mpomycTuTh 3TOT 1Iar.
4.2.1.1. 3anyck xonreiinepa InfluxDB

Heo6xo11uMo nCnoap30BaTh ClEAYIONIYI0 KoMaHay A 3amycka InfluxDB.
Heo6xonnMo ncnosap30BaTh KOMaHIy docker run CO CIEAYIOIMIMMU apaMeTpaMu:

docker run \

-e INFLUXDB_DB=luna_monitoring \

-e INFLUXDB_USER=luna \

-e INFLUXDB_USER_PASSWORD=luna \

-v /etc/localtime:/etc/localtime:ro \

-v /var/lib/luna/current/example-docker/influx:/var/lib/influxdb \
--name=influxdb \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/influxdb:1.7.10-alpine

4.2.2. Hacrpoiika napaMmeTpoB MOHUTOPUHIA

Heo6xo1nuMo BKIIIOYMTH MOHUTOPHHT CEPBUCOB ¢ nomorbio Influx DB.
Heo6xonumo nactpouts noctyn k Influx DB B konpurypanusx cepsucos Python.

MOHHUTOPUHT CEPBUCOB BKJIKOYEH 10 YMOJIYAHUIO.
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Ta6auna 2. imena cepsucos B Configurator

CepBuc Hms cepuca B Configurator
API luna-api

Faces luna-faces

Image Store luna-image-store
Tasks luna-tasks

Events luna-events

Sender luna-sender

Admin luna-admin

Licenses luna-licenses

Python Matcher luna-python-matcher
Handlers luna-handlers

Cam CEepBHC Configurator ~ HacTpamBaeTCs  TOJBKO B daiiie  KOHUrypauuu:
/var/lib/luna/current/example-
docker/luna_configurator/configs/luna_configurator_postgres.conf

MOKHO yKa3aTh CISIYyIOLIHe TapaMeTphbl:
SEND_DATA_FOR_MONITORING BKJIFOUAET MOHUTOPHHT JIJIsl CEPBHCA.

MONITORING_USER_NAME - uMs mojb3oBareis InfluxDB.
MONITORING_PASSWORD - mapoiib InfluxDB.
MONITORING_DB_NAME - ums BJI InfluxDB.
MONITORING_HOST - IP-agpec InfluxDB.
MONITORING_PORT — mopt InfluxDB.

MONITORING_USE_SSL - MO3BOJIAET MCIOIb30BaTh MpoTokoia HTTPS mmsa moaxmouenus k InfluxDB (0 —
HE UCII0JIb30BaTh, | — UCIOJIH30BATH).

MONITORING_FLUSHING_PERIOD — 4acTOTa OTIPAaBKU JAaHHBIX MoHHTOpHHTa B INfluxDB.
4.3. 3amyck CTOPOHHHX CePBHCOB

B stom paznene onuceiBaercs 3anmyck bJ[ u ouepeneit coodmennit B Docker konteliHepax. OHU JOTKHBI
OBIThH 3aIyIleHbl 10 cepBUCOB CHUCTEMBI.

4.3.1. PostgreSQL

Ecnu yxe ycranosnen PostgreSQL, cienyer npomyCTuTh 3TOT Liar.
Heo6xo11uMo nCcnop30BaTh CIEAYIONIYI0 KOMaHIy A 3amycka PostgreSQL.

docker run \
--env=POSTGRES_USER=1una \
--env=POSTGRES_PASSWORD=1luna \
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--shm-size=1g \

-v /var/lib/luna/current/example-docker/postgresql/data/:/var/lib/postgresql
/data/ \

-v /var/lib/luna/current/example-docker/postgresql/entrypoint-initdb.d/:/
docker-entrypoint-initdb.d/ \

-v /etc/localtime:/etc/localtime:ro \

--name=postgres \

--restart=always \

--detach=true \

--network=host \

dockerhub.visionlabs.ru/luna/postgis-vlmatch:12

-v /var/lib/luna/current/example-docker/postgresql/entrypoint-initdb.d/:/
docker-entrypoint-initdb.d/ \ - ckpunt docker-entrypoint-initdb.d BKItOYaeT B ce0S KOMaH]IbI
Jua co3nanus b/ cepBucos.

-v /var/lib/luna/current/example-docker/postgresql/data/:/var/lib/postgresql/data/ -
KOMaHJ[a TOMa IO3BOJISET MOAKIIOYHTh Manky data k KoHTeiHepy PostgreSQL. [Tanka Ha cepBepe u
marmka B KOHTeWHepe OyayT cuHxpoHusupoBaHbl. [lamapie PostgreSQL wu3 konrtelinepa OymyT
COXpaHEHBI B 3TOM KaTaJiore.

- -network=host - eClii HEOOXOIUMO U3MEHUTDH MOPT i Postgresql, cieayer n3MeHHUTD 3Ty CTPOKY Ha
-p 5440:5432. ['ne nepBbiil MOPT 5440 ABISETCS JIOKAIBHBIM IIOPTOM, a 5432 - MOPTOM, UCIIOJIb3YEMbIM
BHYTPHU KOHTEHHEpA.

Cnenyer co3nath Bce bJl ns cepBrucoB CucteMsl BpyuHYI0, €CIH IJIAHUPYETCS] UCTIOIb30BAHUE YXKe
yctanoBieHHOU PostgreSQL.

4.3.2. Redis

Ecnu yxe ycranosneH Redis, cinenyer npomycTUTh 3TOT LIAT.
Heo6xonnMo ncnosp30BaTh ClEAYIONIYI0 KOMaHIy A 3amycka Redis:

docker run \

-v /etc/localtime:/etc/localtime:ro \

--name=redis \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/redis:5.0.6-alpine3.10

4.4. Cepsuc Configurator
4.4.1. HcnoJb30BaHHe TOMOJHUTEILHBIX CEPBUCOB

[TepeuncneHHbIe CepPBUCH HE SBISIOTCS 00s3aTenbHBIMU U1 CHcTeMBl. MOXKHO MX OTKJIFOYUTB, €CITU
uX (QYHKIHOHAIBHOCTh HE TpeOyeTcs.

HeobOxomaumo ucnonb3oBath ceppuc Configurator, 4roObl OTKIIOUNATH HEHYKHBIE CEPBHUCHI JIJISI BCEX
CEPBHCOB CPa3y.
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Cepsuc 3aBucHMBIE CePBUCHI
Events API, Admin, Handlers, Tasks.
Tasks API, Admin, Handlers
Sender API, Admin, Handlers
Python Matcher Proxy API, Admin, Handlers, Tasks

Mo3kHO UCTI0JIB30BaTh JaMI-(hai, MPeA0CTaBICHHbBIN B AUCTPUOYTHUBE, ISl BKITFOUCHUS U OTKITFOYCHHS
cepBucoB niepen 3amyckom Configurator.

vi /var/lib/luna/current/extras/conf/platform_settings.json

Tpebyercs nepe3anyCcTUTh 3aBUCUMBII CEpPBUC MOCIE U3MEHEHUS €ro MapaMeTpoB, €CIH CEPBUC YiKe
ObLI 3aMyLIeH.

4.4.2. Co3znanue Tadaun B Configurator

Heo6xomuMo wucmonb30BaTh KOMaHIy docker run ¢ JAaHHBIMH HapameTrpamu s co3manust bJ]
Configurator:

docker run \

-v /etc/localtime:/etc/localtime:ro \

-v /var/lib/luna/current/example-docker/luna_configurator/configs/
luna_configurator_postgres.conf:/srv/luna_configurator/configs/config.
conf \

-v /var/lib/luna/current/extras/conf/platform_settings.json:/srv/
luna_configurator/used_dumps/platform_settings.json \

--network=host \

-v /tmp/logs/configurator:/srv/logs \

--rm \

--entrypoint bash \
dockerhub.visionlabs.ru/luna/luna-configurator:v.1.2.3 \

-c "python3.9 ./base_scripts/db_create.py; cd /srv/luna_configurator/configs
/configs/; python3.9 -m configs.migrate --profile platform head; cd /srv;
python3.9 ./base_scripts/db_create.py --dump-file /srv/luna_configurator
/used_dumps/platform_settings.json"

/var/lib/luna/current/extras/conf/platform_settings.json - NMO3BOJIET yKa3aThb IIYThb K JaMII-
(baiiny ¢ koHpuryparusmMu CUCTEMBI.

./base_scripts/db_create.py; - co3naet cTpyktypy b/I.

python3.9 -m configs.migrate --profile platform head; - BBINOJIHSET MEpEeHOC HACTpoeK B B/
Configurator U ycTaHaBIMBaeT PeBU3MUIO i TiepeHoca. PeBusus motpedyercs BO BpeMsi OOHOBJICHUS
710 HOBOM cOopku CHCTEMBI.

--dump-file /srv/luna_configurator/used_dumps/platform_settings.json - OOHOBISIET HACTPOUKH
B b/ Configurator 3Ha4eHUSIMU U3 TPEOCTABICHHOTO (haiina.
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4.4.3. 3amnyck xoureiinepa Configurator

HeoOxomuMo uCHosb30BaTh KOMaHAy docker run C YKa3aHHBIMH IlapaMeTpaMu IS 3alycka
Configurator:

docker run \

--env=PORT=5070 \

--env=WORKER_COUNT=1 \

--env=RELOAD_CONFIG=1 \

--env=RELOAD_CONFIG_INTERVAL=10 \

-v /etc/localtime:/etc/localtime:ro \

-v /var/lib/luna/current/example-docker/luna_configurator/configs/
luna_configurator_postgres.conf:/srv/luna_configurator/configs/config.
conf \

-v /tmp/logs/configurator:/srv/logs \

--name=1luna-configurator \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-configurator:v.1.2.3

4.4.4. W3MeHeHHE HACTPOEK

CymiecTByeT TpH OCHOBHBIX clloco0a U3MeHeHus HacTpoek, xpansamuxcs B b/ Configurator:
e ucnons3oBanue GUI B Configurator;

e ucnonb3oBanue 3anpocoB API B Configurator;

®  UCINOJIb30BaHUE Aami-daiiia.

Hactpoiiku MoryT ObITh H3MEHEHHI TOce 3amycka ceprca Configurator.

Hactpoiiku camoro Configurator xpaustcs B (aiine luna_configurator_postgres.conf, KOTOpBIi
3arpyxaetcs B konTeliHep Configurator Bo Bpemsi ero 3amycka.

Hurepeiic Configurator

Mosxno Boitu B Configurator GUI u n3menuts Hactpoiiku. ITo ymMon4aHHI0 Ha JOKaJbHOM XOCTE
HCTOJIb3YETCS CAEAYIOMNM aapec: <Configurator_server_address>:5070.

Configurator API

MosxHo ucnonb3oBath Configurator AP| aist 0OHOBJICHHUST HACTPOEK.

Jamm-gain

Mo3kHO OTy4uTh JaMI-(aiis co BceMu HacTpoiikamu cepBrucoB CrucreMbl. Heo0X0aMMO UCITONIb30BaTh
OJIHY M3 CIEAYIOLUX KOMaH/:

wget -0 /var/lib/luna/settings_dump.json 127.0.0.1:5070/1/dump
Wi
curl 127.0.0.1:5070/1/dump > /var/lib/luna/settings_dump.json

Tpebyetcs yka3aTh npaBHIBHBIN agpec U nopt cepBuca Configurator.
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Crnenyer ypmanuth pasfen "limitations" wu3 ¢aitna. He momyuyutcs npuUMEHHUTh OOHOBIICHHBIHN
namn-aiis, eciu pa3aen OCTaHeTCs:

"limitations":[
1,
Heo0OxoauMo U3MEHHUTH NapaMeTpsl B pa3zeie "settings":
"settings":[
1,
Crnenyet ckonupoBath namn-daiin B kouteitnep Configurator:

docker cp /var/lib/luna/settings_dump.json luna-configurator:/srv/

Janee npuMeHuUTH (haiin:

docker exec luna-configurator python3.9 ./base_scripts/db_create.py --dumpfile
/srv/settings_dump.json

4.4.5. CoxpaHeHue JOT0OB B JUPEKTOPHIO HA cepBepe

Ecnu Heo0X0a1MMO COXpaHUTh JIOTH CEpPBHCA B OAHOM JTUPEKTOPUH HA UCIIOJIb3yEMOM CEpBEpE, ClIeAyeT
OOHOBUTH KOH(PUTYypaLlUU CEPBUCOB.

ITo YMOJIYAHHUIO JIOTHU HE COXPAHSIOTCA B JTUPCKTOPHUUN CCPBEpPA.

Cucrema 110 yMOJIYaHHUIO HE COXPAHSIET JIOTH Ha UCIOIb3yeMOM cepBepe. UTOOBI BKIIOUNTH COXpPAaHEHHE
JIOTOB Ha cepBepe, HE0OXOAMMO BBITIOIHUTH CIEAYIOLIUE IEHCTBU:

L4 CO34aaTh KaTaJior JJId JIOTOB;

®  BKIJIIOYHUTH COXPAHEHHE JIOTOB U U3MEHUTDH TUPEKTOPHUIO JIOToB B cepuce Configurator.

Korna norupoBanue B (haiil BKIIOYEHO M HACTPOCHO, JIOTU CEPBHCA 3aMUCHIBAIOTCS B JTUPEKTOPHUIO
/srv/logs B KOHTEHHEpE cepBHCa M B YKa3aHHYIO JHPEKTOPHUIO CEpPBUCA Ha cepBepe (Hampumep,
/tmp/logs).

4451  H3MmeHeHHe TUPEKTOPHH JOTOB BPY4UHYI0 nepen 3amyckom Configurator

Hactpoiiku  cepsuca Configurator xpanstcs B ¢aiine  /var/lib/luna/current/example-
docker/luna_configurator/configs/luna_configurator_postgres.conf.

Crefyer M3MEHHUTh €ro MmapamMeTphl JIOTHPOBaHUs B 3ToM (aiine mepen 3amyckom Configurator mmm
nepe3anyctuth Configurator mociie ux U3MEHEHUSI.

Heo0OxoauMo U3MEHUTH 3TOT MapaMeTp JIOTUPOBaHMs FOLDER_WITH_LOGS = ./ Ha FOLDER_WITH_LOGS =
/srv/logs.

CrnenmyeT ycTaHOBUTH IS TapaMmeTpa "log_to_file" 3HaueHUE True, YTOOBI BKIIOUUTH JIOTUPOBAHUE B
Gbaiin.
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4452, MW3MeHeHue THPEKTOPHH JOTOB BpYUHYI0 moce 3amycka Configurator

HeoOxonumo 3amate 3HaueHue mapamerpa "folder_with_logs" B "/srv/logs" AJis BCEX CEPBUCOB, B
KOTOpBIE CIEAYET 3anuChbiBaTh JOrH. KoMaHabl docker run yKe€ HaCTPOEHBHI JJIl COXPAHEHHS JIOTOB Ha
UCTOJB3yEMOM cepBepe B 3Toil aupektopuu. [locnme 3amycka KOHTeHHepa cepBHca, cepBHUC OyneT
3aIMUCHIBATH JIOTH B TUPCKTOPHUIO "/srv/logs".

Crnenyer yCTaHOBHTD /IS ITapaMeTpa "log_to_file" 3HaueHUE True, YTOOBI BKIIOYUTH JIOTHPOBAHUE B
(haisl.

4453. MHM3MeHeHHE TUPEKTOPUHM JIOTOB C MOMOIIBIO 1aMIi-(aiiaa

MOXHO HCIIONIB30BaTh Hami-(aii, mpeaoCTaBICHHBIA B NUCTPHOYTHBE, JUIsi OOHOBJICHHSI HACTPOCK
JorupoBaHus /var/lib/luna/current/extras/conf/logging.json.

docker run \

-v /etc/localtime:/etc/localtime:ro \

-v /var/lib/luna/current/extras/conf/logging.json:/srv/luna_configurator/
used_limitations/logging.json \

--network=host \

-v /tmp/logs/configurator:/srv/logs \

--rm \

--entrypoint=python3.9 \
dockerhub.visionlabs.ru/luna/luna-configurator:v.1.2.3 \
./base_scripts/db_create.py --dump-file /srv/luna_configurator/
used_limitations/logging.json

45. Cepsuc Image Store
45.1. 3amyck koHTeiiHepa Image Store

Heo0x0a1Mo UCIOIIb30BaTh CICAYIONIYI0 KOMaH Iy JIIs 3amycka cepuca Image Store:

docker run \

--env=CONFIGURATOR HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \

--env=PORT=5020 \

--env=WORKER_COUNT=1 \

--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \

-v /var/lib/luna/current/example-docker/image_store/:/srv/local_storage/ \
-v /etc/localtime:/etc/localtime:ro \

-v /tmp/logs/image-store:/srv/logs \
--name=luna-image-store \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-image-store:v.3.3.3

-v /var/lib/luna/current/example-docker/image_store/:/srv/local_storage/ - aHHBIE U3
yKa3aHHOUM manku fobOasisitorcss B Docker xonrteiinep mpu ero 3amycke. Bee naHHbIE U3 yKa3aHHOU
nanku Docker koHTeliHEepa COXpaHIOTCS B TOT KaTaJjor.
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Ecim  yxe ectp karamor ¢ Oakeramu  CucreMbl, CJleAyeT yKazaTb €ro  BMECTO
/var/lib/luna/current/example-docker/image_store/.

45.2. Co3panue 0akeToB

Jlst xpaneHust faHHbIX B Image Store TpeOyroTcs baketsl. CepBuc Image Store qoymxeH ObITh 3aImyIieH
710 BBITIOJTHEHUS] KOMAH].

[Ipy oOHOBIIEHHHU C TIpenbIAYIIeH BEepCUU PEKOMEHIYETCs €IIe pa3 3allyCTHTh KOMAaHJIbl CO3/IaHus
Oakera /Il TOT0, YTOOBI YOSAUTHCS, YTO BCE HEOOXOAMMBbIE OAaKEeThl OBLIIN CO3/aHBI.

Ecmn npu 3aIyCcKe IIEPEYUCIEHHBIX BBIIIIE KOMaH]I NOABJISIETCA olInoKa
“error_code”:13006,“desc”:“Unique constraint error”,“detail”:“Bucket with name ‘task-

result’ already exist”}, TO OakeT y»Ke CO3/aH.

CymiecTByeT 1Ba criocoba co3panus 6akeroB B Cucreme:

1. MoxHO 3aIlyCTUTh NCPCUHUCIICHHBIC BBIIC CKPUIITHI IJIA CO3JJaHUA 6aKeTOB.
Heo06x01uMo 3ammyCTUTh 3TOT CKPHIIT ISl CO3JaHUsT O0IIMX OAKETOB:

docker run \

-v /etc/localtime:/etc/localtime:ro \

-v /tmp/logs/api:/srv/logs \

--rm \

--network=host \

dockerhub.visionlabs.ru/luna/luna-api:v.5.5.1 \

python3.9 ./base_scripts/lis bucket_create.py -ii --luna-config http://
localhost:5070/1

Ecnu nnanupyetcs ucnonbp3zoBaTh cepBuc Tasks, HEOOX0AMMO MCIONB30BAThH CIEIYIONIYI0O KOMaHIY,
9YTOOBI JOMOJIHUTENBHO CO3/1aTh “task-result” B cepBuce Image Store:

docker run \

-v /etc/localtime:/etc/localtime:ro \

-v /tmp/logs/tasks:/srv/logs \

--rm \

--network=host \

dockerhub.visionlabs.ru/luna/luna-tasks:v.3.3.1 \

python3.9 ./base_scripts/lis_bucket_create.py -ii --luna-config http://
localhost:5070/1

2. MOKHO UCTIOIB30BaTh MPSMBIE 3aPOCHI AJIsl CO3aHUS HEOOXOIUMBIX OAKETOB.
YTunuta curl Tpedyercs JUisl CIeIyIOUIUX 3alPOCOB.

baker visionlabs-samples WCHONB3yeTCsS JUIsl XpaHeHUs o00pa3noB Jymima. baker TpeOyercs st
ytunu3anud CUCTEMBI.

curl -X POST http://127.0.0.1:5020/1/buckets?bucket=visionlabs-samples

baker visionlabs-bodies-samples HUCIIONIB3YETCS I XpaHEHHs 00pa3IloB Tei. bakeTt Tpebyercs mms
yTunn3anuu CHUCTEMBI.

curl -X POST http://127.0.0.1:5020/1/buckets?bucket=visionlabs-bodies-samples

Texuuyeckas mogaepxka: support@visionlabs.ru 18/28



mailto:support@visionlabs.ru

VisionLabs Access Control Server. Omnucanue (QyHKIHOHAJIBHBIX XapaKTEPUCTHUK MPOrPAMMHOIO
o0ecrnieueHus

baker visionlabs-image-origin wucmomb3yercs IUIsl XpaHEHHMS HCXOIHBIX H300paxkeHuil. baker
Tpebyercs it yruauzauuu CUCTeMbl.

curl -X POST http://127.0.0.1:5020/1/buckets?bucket=visionlabs-image-origin

Baker task-result - mus cepuca Tasks. He ciemyer ucmonb30BaTh €ro, e€Ciid HE IUIAHUPYETCS
UCIOJb30BaHue cepprca Tasks.

curl -X POST http://127.0.0.1:5020/1/buckets?bucket=task-result

4.6. Cepsuc Faces
4.6.1. Co3nanue Tabaun B/ Faces

Heo06xoauMo HCIoIb30BaTh CIIEMYIONIYI0 KOMaHay Auist co3aanust bJ] Faces:

docker run \

-v /etc/localtime:/etc/localtime:ro \

-v /tmp/logs/faces:/srv/logs \

--rm \

--network=host \

dockerhub.visionlabs.ru/luna/luna-faces:v.4.2.3 \

python3.9 ./base_scripts/db_create.py --luna-config http://localhost:5070/1

4.6.2. 3anyck xoHteiinepa Faces

HGO6XOI[I/IMO HCIOJIB30BATh CJICAYIOIIYIO KOMaHAY IJIS 3allyCKa CEpBHUCA:

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=5030 \
--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \

-v /etc/localtime:/etc/localtime:ro \
-v /tmp/logs/faces:/srv/logs \
--name=1luna-faces \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-faces:v.4.2.3

4.7.  3amyck cepBuca Licenses
4.7.1. 3amnyck KoHTeiinepa cepBuca Licenses

Heo6xonnumo yOeauThbes, 4To yKa3aH ajjpec cepepa JUIEeH3Mi B (aiine hasp_111186.ini.
Cnenyer 106aBUTH IPaBO AOCTYIA AJIsI MOJIb30BATEN luna B KaTaor hasp_redirect.

chown -R 1001:0 /var/lib/luna/current/example-docker/hasp redirect/
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Heo0x0a1Mo UCIIoIIb30BaTh CIICAYIONIYI0 KOMAaHIy JUIS 3aIlyCKa CepBHUCa:

docker run \

--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \

--env=PORT=5120 \

--env=WORKER_COUNT=1 \

--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \

-v /etc/localtime:/etc/localtime:ro \

-v /tmp/logs/licenses:/srv/logs \

-v /var/lib/luna/current/example-docker/hasp redirect/hasp_111186.ini:/home/
luna/.hasplm/hasp_111186.ini \

--name=1luna-licenses \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-licenses:v.0.1.36

4.8. Cepsuc Events
4.8.1. Cozganue Tadauu B/ Events

Ecnu He 1uraHupyeTcs HCmosib30BaHHe cepBuca Events, He ciemyeT 3amycKkaTth 3TOT KOHTEHHep.
Crnemyert OTKIIIOUUTH UCTIONb30BaHue cepBuca B Configurator (Cwm. 1. 4.4.1).

Heo0OxomuMo HCmoib30BaTh CIeIyIONIy0 KoMaHay 1t co3aanus bl Events:

docker run \

-v /etc/localtime:/etc/localtime:ro \

-v /tmp/logs/events:/srv/logs \

--rm \

--network=host \

dockerhub.visionlabs.ru/luna/luna-events:v.2.2.4 \

python3.9 ./base_scripts/db_create.py --luna-config http://localhost:5070/1

4.8.2. 3anyck koHTeiiHepa cepBuca Events

Ecnu He mutanupyercs UCHoOJIb30BaHUE cepBuca Events, He ciaemyer 3amyckaTb dTOT KOHTEHHED.
CrnenyeT OTKIIOYUTH HcTIONb30BaHue ceppuca B Configurator (Cwm. 1. 4.4.1).

Heo6xoammo ucmonb30BaTh CIEAYIONTYI0 KOMaHTy JIJIs 3aITyCKa CepBUCA:

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=5040 \
--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \

-v /etc/localtime:/etc/localtime:ro \
-v /tmp/logs/events:/srv/logs \
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--name=luna-events \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-events:v.2.2.4

49. Cepsucsl Matcher
4.9.1. Hcnoab3osanue Python Matcher

Cepsuc Python Matcher ¢ conocrasnenuem BIII no B/] Faces BkiIroueH mo yMoa4aHUIO MOCIIE 3aITycKa.
Cepsuc Python Matcher ¢ conocrasinennem BIII mo Events Takke BKIIOYCH MO yMOJTYaHUIO. MOXHO
OTKITIOYHTH €T0, yKa3aB USE_LUNA_EVENTS = @ B pa3zene ADDITIONAL_SERVICES_USAGE. Takum oOpazom,
cepBuc Events He OyaeT ucnoab3oBarbes 11 CUCTEMBI.

Python Matcher, kotopslii conoctasinsiet BILI, ncrnonp3ys OuOIMOTEKY COIOCTABIECHUS, aKTUBEH, KOI'1a
B HacTpoikax DESCRIPTORS_CACHE napameTp CACHE_ENABLED MMeeT 3HauCHHE true.

4.10. Cepsuc Python Matcher
[l cepsuca Python Matcher u cepsuca Python Matcher Proxy 3arpy:xaercsa onHo nzo0paxxkeHue.
4.10.1. 3anyck xouTeiinepa cepuca Python Matcher

HGO6XOI[I/IMO HCIIOJIB30BATh CJICAYIOIIYIO KOMAaHAY AJIA 3aIllyCKa CEpBHUCA:

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=5100 \

--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \

-v /etc/localtime:/etc/localtime:ro \
-v /tmp/logs/python-matcher:/srv/logs \
--name=1luna-python-matcher \
--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-python-matcher:v.0.4.7

4.11. Cepsuc Handlers
4.11.1. Co3panue Ttadaun BJI Handlers

Heo6xoaumo rconb30Bath clieayronryo kKoManay s co3ganus bJ] Handlers:

docker run \

-v /etc/localtime:/etc/localtime:ro \
-v /tmp/logs/handlers:/srv/logs \
--rm \
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--network=host \
dockerhub.visionlabs.ru/luna/luna-handlers:v.1.4.3 \
python3.9 ./base_scripts/db_create.py --luna-config http://localhost:5070/1

4.11.2. 3anyck xoureiinepa Handlers

MoskHo 3anyctuth cepuc Handlers, ucnons3yst CPU (ycTanoBneHHBIH 110 ymoadanuto) win GPU.
Heo6xonumo 3amyctuth cepBuc Handlers, rcronb3yst onHy U3 CIEAYIOMIMX KOMaH] B COOTBETCTBUU C
HCIOJIb3YEMBIM ITPOLIECCOPOM.

4.11.2.1. 3amyck Handlers ¢ momombio CPU
Heo0Oxoaumo ncmonb30Bath CeyoNIy0 KOMaHay A 3amycka ceppuca Handlers ¢ momompio CPU:

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=5090 \
--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \

-v /etc/localtime:/etc/localtime:ro \
-v /tmp/logs/handlers:/srv/logs \
--name=1luna-handlers \
--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-handlers:v.1.4.3

411.2.2. 3anyck Handlers ¢ nomomsio GPU

Cepsuc Handlers nmo ymonuanuto e ucnonb3dyetr GPU. Crnenyet Briatouuth ucnoib3oBanue GPU mms
cepsuca Handlers B cepuce Configurator.
Crnenyet paccMOTpETh mapaMeTp device_class CISAYIOMUX HACTPOCK:

e LUNA HANDLERS WARP ESTIMATOR RUNTIME SETTINGS;

e LUNA HANDLERS HUMAN EXTRACTOR RUNTIME SETTINGS;

e LUNA HANDLERS HUMAN DETECTOR RUNTIME SETTINGS;

e LUNA HANDLERS EXTRACTOR RUNTIME SETTINGS;

e LUNA HANDLERS DETECTOR RUNTIME SETTINGS.

Heo6xoaumo rconb30Bath clieayronryro koManay st 3amycka Cepsuc Handlers ¢ momornsto GPU:

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=5090 \
--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \
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--gpus device=0 \

-v /etc/localtime:/etc/localtime:ro \

-v /tmp/logs/handlers:/srv/logs \
--name=1luna-handlers \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-handlers:v.1.4.3

--gpus device=0 - mapaMeTp yKas3bIBaeT UcnojaszyeMoe ycrpoiictBo GPU n nmo3BosisieT ncnonb30BaTh
GPU.

s xaxmoro sk3emiuisipa Handlers moxHo ucnonb3oBath oauH GPU. Mcnonb3oBaHue HECKOIBKUX
GPU Ha ouH 3K3eMIUISIp HEAOCTYIIHO.

4.12. Cepsuc Tasks
4.12.1. Coznanne tadaun BJI Tasks

Heo0OxoauMo HCIosIb30BaTh ClIeyONIy0 KoMauay aist co3aanust bJ] Tasks:

docker run \

-v /etc/localtime:/etc/localtime:ro \

-v /tmp/logs/tasks:/srv/logs \

--rm \

--network=host \

dockerhub.visionlabs.ru/luna/luna-tasks:v.3.3.1 \

python3.9 ./base_scripts/db_create.py --luna-config http://localhost:5070/1

4.12.2. 3anyck konreiinepoB Tasks and Tasks \Worker

O6pa3 Luna Task Docker Bkmouaer B ce6s1 cepBuc Tasks u Tasks Worker, koTopble JOTKHBI OBITH
3aIyIEHBI.

Ecnu He miaHupyercs ucnonb3oBaHue cepBuca Tasks, He cremayer 3amyckaTh KoHTelHep Tasks u
koHTelHep Tasks Worker. CrneyeT OTKIIOUNTB HCTIOIb30BaHKe cepuca B Configurator (Cum. . 4.4.1).

Baker task-result momkeH ObITh co3nmaH aiis cepBuca Tasks mo 3amycka cepBuca. Coznanue 6akeToB
omucano 1. 4.5.2.

412.2.1. 3anyck cepuca Tasks Worker

Heo0xoauMo UCTob30BaTh CIEAYIONIYIO KOMaHy JUIS 3allyCKa CepBHCa:

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=5051 \
--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \
--env=SERVICE_TYPE="tasks_worker" \
-v /etc/localtime:/etc/localtime:ro \
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-v /tmp/logs/tasks-worker:/srv/logs \
--name=1luna-tasks-worker \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-tasks:v.3.3.1

4.12.2.2. 3anyck cepuca Tasks
Heo6x011uMo nCHOIBh30BaTh CIEAYIONIYI0 KOMAaHIY AJIs 3aIlyCKa CepBHUCa:

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=5050 \
--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \

-v /etc/localtime:/etc/localtime:ro \
-v /tmp/logs/tasks:/srv/logs \
--name=1luna-tasks \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-tasks:v.3.3.1

4.13. Cepsuc Sender
4.13.1. 3anyck koHTeliHepa cepBuca Sender

Ecnu He mmaHupyercs Hcmonb3oBaHHe cepBuca Sender, HE cleayeT 3alycKaTh 3TOT KOHTEHHep.
Crnenyer OTKIIIOUNTD HUCTIONb30BaHue cepBuca B Configurator (Cwm. m. 4.4.1).

H606XOI[I/IMO HCIOJIB30BATh CJICAYIOIIYIO KOMaHAY IJIA 3aIllyCKa CEpBHUCA:

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=5080 \
--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \

-v /etc/localtime:/etc/localtime:ro \
-v /tmp/logs/sender:/srv/logs \
--name=1luna-sender \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-sender:v.2.1.8

4.14. Cepsuc API

Texuuueckas noaaepxka: support@yvisionlabs.ru 24/28



mailto:support@visionlabs.ru

VisionLabs Access Control Server. Omnucanue (QyHKIHOHAJIBHBIX XapaKTEPUCTHUK MPOrPAMMHOIO
o0ecrnieueHus

4.14.1. 3anyck koHTeiiHepa cepBuca API

Heo0x0a1Mo UCIIoIIb30BaTh CICAYIONIYI0 KOMAaHIy JUIS 3aIlyCKa CepBHUCa:

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=5000 \
--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \
--name=luna-api \

--restart=always \

--detach=true \

-v /etc/localtime:/etc/localtime:ro \
-v /tmp/logs/api:/srv/logs \
--network=host \
dockerhub.visionlabs.ru/luna/luna-api:v.5.5.1

4.15. Cepsuc Admin
4.15.1. Co3zpanne Tadiun b/l Admin

Heo06xo1uMo HCIoIb30BaTh CISIYIONTYI0 KOMaHTy i co3nanus b/l Admin:

docker run \

-v /etc/localtime:/etc/localtime:ro \

-v /tmp/logs/admin:/srv/logs \

--rm \

--network=host \

dockerhub.visionlabs.ru/luna/luna-admin:v.4.2.7 \

python3.7 ./base_scripts/db_create.py --luna-config http://localhost:5070/1

4.15.2. 3anyck koHTeiiHepa cepBuca Admin

Heo6xo1uMo HCTOIh30BaTh CIIEAYIONIYI0 KOMAaHIY IS 3aIyCKa CepBHUCa:

docker run \
--env=CONFIGURATOR_HOST=127.0.0.1 \
--env=CONFIGURATOR_PORT=5070 \
--env=PORT=5010 \
--env=WORKER_COUNT=1 \
--env=RELOAD_CONFIG=1 \
--env=RELOAD_CONFIG_INTERVAL=10 \

-v /etc/localtime:/etc/localtime:ro \
-v /tmp/logs/admin:/srv/logs \
--name=luna-admin \

--restart=always \

--detach=true \

--network=host \
dockerhub.visionlabs.ru/luna/luna-admin:v.4.2.7
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5. AKTI/IBaHI/IH JJUHECH3NOHHOI'0O KJII0Ya

CepBuc HASP ucnonb3yercst st aurer3upoBanust Cucremsl. be3 nuiieH3nn He OyIeT BOZMOXHOCTH
3amycKaTh U UCIOJIb30BaTh CEPBUCHI CUCTEMBI.
Jnst CucteMbl UCTIONB3YETCS CIASAYOINN KITIOY:

e o0muii k1r0u4 HASP, xoTophIii mo3BoJIsieT Ucnonb3oBaTh Cuctemy. OH UCIIONIB3YyeT OMOINOTEKY
noctasiuka haspvlib 111186.so.

Bubnnorexy mocTaBIIMKa HAXOOITCA B KaTajore /var/hasplm/.
JluueH3MOHHbBIE KITFOUM TIpeaocTaBiisitoTes VisionLabs otnensHo o 3ampocy.
Jnst ucrionb3oBanust Cucremsl B KoHTeiHEepax Docker TpeOyercst ceTeBast TUIIEH3USI.

JInneHsuoHHble KIItOUM npenocTaBisitoTess VisionLabs otaenbHo 1o 3anpocy. JIMneH3noHHbIN Koy
co3jlaercsi ¢ mnomoluplo ornevarka (fingerprint), KOTOpbId co3qaeTcsi HA OCHOBE HMHpOpManuu 00
anmapaTHBIX XapaKTePUCTHKAX cepBepa. TakuM oOpa3oM, MOTyYEHHBIN JIMIEH3UOHHBINA K04 OyAeT
paboTaTh TOJILKO Ha TOM K€ CepBepe, Ha KOTOPOM ObLI moxy4eH oTrneyaTok (fingerprint). CymiecTByer
BEPOSITHOCTh TOTO, YTO MPHU BBHIMOJIHEHUU JIOOBIX M3MEHEHHMU Ha cepBepe JHICH3UU MOoTpelyercs
HOBBIM JIMIEH3UOHHBIN KITFOY.

Heo06Xx01uMo BBITIOHUTE CIEAYIOMINE ICHCTBHS:

e ycraHoButh yTmunty HASP Ha ucnons3yemsrii cepsep. Ytunura HASP 00b14HO ycTanaBiIMBaeTcs
Ha OTJEJILHOM CEpPBEPE;

e 3anyctuts yrunuty HASP;

e co3zath otneuaTok (fingerprint) HcIoNB3yeMOro cepBepa 1 OTIpaBuTh ero B VisionLabs;
®  aKTHBHUPOBATH KJIIOY, TOJy4YeHHBIH OT VisionLabs;

e  yKazaTb ajJpec ucnoisb3yemoro cepepa HASP B cnennansHoMm (aiine.

Ha Bknanke «Sentinel Keys» mnonb3oBatensckoro wuHrepdeiica (<server_host_address>:1947)
0TOOpaXKaroTCsl aKTUBUPOBAHHBIE KITIOYH.

5.1. JInuen3us CucremMsbl
5.1.1. ¥YcranoBka yruautbl HASP nas Cucremsl

Heo6xonumo nepeiit B katanor HASP:

cd /var/lib/luna/current/extras/hasp/
Cnenyet ycranoButh yTuiiuty HASP Ha ncnonb3yemslii cepBep:

yum -y install /var/lib/luna/current/extras/hasp/haspd-*.rpm
Janee Heo6xoaumo 3amyctuth yruiuty HASP:

systemctl daemon-reload
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systemctl start aksusbd

systemctl enable aksusbd

systemctl status aksusbd

5.1.2. Hacrpoiika yruimntbel HASP

MoskHo HacTpouTh yTuiuTy HASP ¢ moMomipio ¢aiina /etc/hasplm/hasplm.ini.
®aiin HacTpoeH no ymoyanuio. Ero mapaMerpsl He OMUCaHbl B JAHHOM JJOKYMEHTE.

5.1.3. Co3nanue orneuarka (fingerprint) nias Cucrembl

Heo6xoaumo nepetitu B katasior HASP:
cd /var/lib/luna/current/extras/hasp/
CrnenyeT m00aBHTH MpaBa IOCTyIA B CKPHIIT:
chmod +x LicenseAssist
3areM 3aryCTUTb CKPHUIIT:

./LicenseAssist fingerprint fingerprint_111186.c2v

Otneuarok (fingerprint) coxpansercs B (aiiie fingerprint_111186.c2v.
HeobOxonumo otmpaBuTth ¢aiin B VisionLabs. JIutieH3noHHBIN K104 OyAeT co3/1aH ¢ UCMOJIb30BaHUEM
JTaHHOro oTnevarka (fingerprint).

5.1.4. [lo6aBienue (paiijia TUIEH3UN BPYYHYIO Yepe3 MOJIb30BaTebCKHIT HHTEP(eiic

Jns Toro, 4toObl A00aBUTH (aiia JIMLIEH3UM BpPYYHYIO 4epe3 IO0Jb30BaTelbCKHi HHTEpdeiic
HE00XO0/IMMO BBIMOJHUTG cienytomue aeictsus (Pucynok 1):

e rmepeilTh mo anpecy <host_address>:1947 (eci AOCTYI 3ampelieH, HEOOXOAMMO MPOBEPUTH
Hactpoiiku Firewall / SELinux;

e BbIOpath BKIaaky «Update/Attach» Ha maHenu cieBa;
e  HaxaTb KHONKY «Browse» u BbIOpath (paiisi(bl) TUIEH3UN B OTKPBIBIIEMCS OKHE;

e  HaxaTh KHONKY «Apply filex.
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Update/Attach License to localhost.localdomain

Sentinel Keys

2 Apply File
Products PRl
Features Select a V2C, H2R, R2H, H2H, ALP or ID file:
Sessions t 1 Browse... No file selected.
Update/Attach Apply File Tarrresl]
Access Log ’
AT Y 3 The following file types can be applied:
Diagnostics ) . ) ; i
* A V2C file contains a license update from your software vendar, or a firmware update for your Sentinel HL keys.
* An H2R file contains a detached license.
Help * An R2H file contains a cancelled detached license (to be re-attached to its original key).
About * An H2H file contains a rehosted protection key.
+ An ID file contains the identifiers of the Sentinel License Manager on a remote machine (occasionally required for creating a detached
license).

* An ALP file contains an Admin Control Center Language Pack.

Pucynok 1. Pyunoe no6asnenue ¢aiina muieH3nu
5.1.5. Anpec cepBepa aunen3un 1Jsi CuCTeMBbI

Heo6xomumo ykaszate cBoil IP-ampec cepBuca smieH3upoBaHHsS B KOH(PUTYyparioHHOM (aiiie B
Karajore /var/lib/luna/current/example-docker/hasp_redirect/. Cnegyer WU3MEHUTH aapec IJs
cepBepa HASP B cnegyronmx 10KyMeHTax:

vi /var/lib/luna/current/example-docker/hasp_redirect/hasp 111186.1ini
Heo6xonnMo n3MeHuTh ajpec cepepa B (aiine hasp_111186.1ini.
serveraddr = <HASP_server_address>

®aiin hasp_111186.1ini UCIONB3YETCs CEPBUCOM Licenses Mpu 3ammycke KOHTeHepa.
HASP_server_address - [P-aapec cepsepa ¢ nonydenHbiM kiatodoM HASP. Heo6xoanmo ncnosnb3oBath
[P-anmpec, a He M cepsepa.
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